%)
Licence: http://creativecommons.org/licenses/by-nc-sa/4.0/ @ ? :; ?



http://creativecommons.org/licenses/by-nc-sa/4.0/

(Aktive) Uberprifung serverseitiger Verschliisselung

e Plain TLS/SSL-verschlisselte TCP-Ports
e HTTPS

« SMTP/587, RDP/3389, IMAPS/993, POP3D/995,...
* (agnostisch f. darunter liegende Protokolle)

* Tunneln tUber Proxy (CONNECT)

* Diverse STARTTLS-Protokolle
- Plaintext-Handshake vor Verschlisselung
* FTP, IMAP, POP, SMTP, LMTP, XMPP,
* PostgreSQL, MySQL, LDAP.




Aktive Uberpriifung serverseitiger Verschliisselung

* IPv4, IPv6 (switch -6 erforderlich)
* Protokolle: SSLv2 - TLS 1.3 (Drafts ab 18 bis Final)
* Cipher: 370
* (eingetragen als Hexcode in externer Datel)
* Kurven (DH, ECDHE, x448, x25519)

* VVerwundbarkeiten
 Sockets: Heartbleed, Ticketbleed, ROBOT, CCS, ...

* Cipher u.a: POODLE (SSL), Renegotiation, BEAST
BREACH, LOGJAM, DROWN, ...

e TLS Extensions




Protokolle

dirks@laptop:~|130% testssl.:
Start 2018-11-15 14:12:23

Further IP ¢ 555 !: 104.18 5.34.8
AAAA record via: supplied IP "2606:4700:
rDNS (2606:4700:30:: 2251

Service  HTTE

Testing protocols via sockets except NPN+ALPN

SSLv2 not offered (0K)
SSLv3 not offered (0QK)

TLS 1 offered

TLS 1.1 offered

TLS 1.2 offered (0K)

TLS 1.3 offered (0K): draft 28, draft 23, final
NEN/SPDY hz, http/1. (advertised)

ALPN/HTTPZ2 , http/1. (offered)

Done 2018-11-1%\14:12:37 [ 24s5] -->> [2606:4700:30::6812:2251]:443 (testssl.net) <<--

HTTP2




Protokolle in schlecht+Verwundbarkeiten (STARTTLS SMTP)

dirks@laptop:~|7% testssl.sh -p -q --vulnerable --starttls smtp borken:25
B : 25 (W ) <<--|

vice set: " STARTTLS via SMTP

Testing protocols via sockets

55Lv2? not offered (0K)
SSLv3

TLS 1

TLS 1.1 not offered

TLS 1.2

TLS 1.3 not offered

Testing vulnerabilities

Heartbleed (CVE-2014-0160) VULNERABLE (NOT ok)

CCS (CVE-2014-0224) likely VULNERABLE (NOT ok), suspicious "bad_record_mac" (14)
ROBOT not vulnerable (0K)

Secure Renegotiation (CVE-2009-3555) not vulnerable (0K)

Secure Client-Initiated Renegotiation ., potential DoS threat

CRIME, TLS (CVE-2012-4929) (not using HTTP anyway)

POODLE, SSL (CVE-2014-3566) . Uses SSLv3+CBC (check TLS_FALLBACK_SCSV mitigation below)
TLS_FALLBACK_SCSY (RFC 7507)

SWEET32 (CVE-2016-2183, CVE-2016-6329) VULNERABLE, uses 64 bit block ciphers

FREAK (CVE-2015-0204) VULNERABLE (NOT ok), uses EXPO PT RSA ciphers

DROWN (CVE-2016-0800, CVE-2016-0703) not vulnerable on this host and port [EK]

make sure you don't use this certificate elsewhere with S5Lv2 enabled services
https://censys.io/ipv4?q=A3ADE2897CDBFD642665512ECF2DCF95A19F30E9BCD3DD&OBSICEP3IP468BOA21
could help you to find out
LOGIAM (CVE-2015-4000), experimental u

oo
7]

s DH EXPORT cipher
mon prime DSiETi Uet&:tes (1024 bits)

BEAST (CVE-2011-3389) 55L3:

-- and no higher protocols as mitigation supported
LUCKY13 (CVE-2013-0169), experimental potentially VULNERABLE, vuses cipher block chaining (CBC) ciphers with TLS. Check patches
RC4 (CVE-2013-2566, CVE- 201> 2808)




Schlusselaustausch
(Elliptische Kurven und Diffie-Hellman)

owasp.org

2001:4801:7828:101:bel6:4eff:Tel@:4F89

HTTP

yerfect) forward secrecy, (P)JFS -- omitting Null Avthentication/Encryption,

Elliptic curves offered:

DH group offered:




Aktive Uberpriifung serverseitiger Verschliisselung

» Server- oder Client-Cipher-Order?
* Bestimmung Cipher-Reihenfolge Server




Server-Order, gut:

Testing

Has server cipher order?
Megotiated protocol
Negotiated cipher

Cipher order
TLSv1: ) SA-CH A256-SHA D SA-C A ECDHE-RSA-AES256-5HA ECDHE-RSA-AES128-SHA

A ECDHE-RSA-AES256-5HA ECDHE-RSA-AES128




Server-Order, gut (anderer Ansatz):

rDNS (81.169.199.25):
Service detected:

Testing ciphers per protocol via OpenSSL plus sockets against the server, ordered by encryption strength

Cipher Suite Name (OpenSSL) KeyExch. Encryption Bits Cipher Suite MName (IANA/RFC)

E-RSA-AES256-5HA HE_RSA_WITH_AES_256_CB
R5A-AES256-5SHA AES _DHE_RSA_WITH_AES_256_CBC
RSA-CAMELLIA256-SHA Camellia RSA_NIT-_CA“E__IA 25

DH
E-
E-
5256-5HA AES _RSA_WITH_AES_256_CBC_SHA
DH
E-
E-

-~
L

6_

E-RSA-AES128-5HA AES HE_RSA_WITH_AES_128_CBC_
RSA-AES128-SHA AES _RSA_WITH_AES_128_CBC_SH
RSA-CAMELLIA128-5HA Camellia _DHE_RSA_WITH_CAMELLIA_128_CE

E
D
[:,_
AE
EC
[:I—
DH

CDHE-RSA-AES256-5HA AES HE_RSA_WITH_AES_256_CB
-R5A-AES256-5HA AES _RSA_WITH_AES_256_CBC_
-RSA-CAMELLTIA256-SHA Camellia _DHE_RSA_WITH_CAMELLIA_256_
256-5HA AES _RSA_WITH_AES_256_CBC_SHA
HE-RSA-AES128-5HA AES HE_RSA_WITH_AES_128_CBC_SHA
-RSA-AES128-SHA AES _RSA_WITH_AES_128_CBC_SHA
-R5A-CAMELLIA128-5HA Camellia _DHE_RSA_WITH_CAMELLIA_128_CBC_SHA

HE-RSA-AES256-GCM-5HA3E4 AESGCH
HE-RSA-AES256-5SHA384 AES
HE-RSA-AES256-SHA AES
-RSA-AES256-GCM-5HA384 AESGCH
-R5A-AES256-5HAZ56 AES
E RSA-AES256-SHA AES
DHE-RSA-CAMELLIAZ56-5HA Camellia
AES256-GCM-5HA3E4 { AESGCHM
AES256-5HA256 i AES
AES256-5HA i AES
ECDHE-RSA-AES128-GCM-SHA254 C AESGCHM
ECDHE-RSA-AES128-5HA256 AES
ECDHE-RSA-AES128-5HA AES
DHE-RSA-AES128-GCM-SHA256 AESGCHM
DHE-RSA-AES128-5HA256 AES
DHE-R5A-AES128-5HA AES
DHE-RSA-CAMELLIA128-5SHA Camellia
AES128-GCM-SHA256 AESGCH

E_RSA_WITH_AES_256_GCHM_SHA384
E_RSA_WITH_AES_256_CBC_SHA384
E_RSA_WITH_AES_256_CBC_SHA
RSA_WITH_AES_256_GCM_SHA384
RSA_WITH_AES_256_CBC_SHA256
RSA_WITH_AES_256_CBC_SHA
E_RSA_WITH_CAMELLIA_256_CBC_5HA
A_WITH_AES_256_GCHM_S5SHA3B4
A_WITH_AES_256_CBC_SHA256
A_WITH_AES_256_CBC_SHA
HE_RSA_WITH_AES_128_GCM_SHA256
HE_RSA_WITH_AES_128_ LHC_S—AESG
HE_RSA_WITH_AES_128_CBC_SHA
_RSA_WITH_AES_128_GCM_SHA256
_RSA_WITH_AES_128_CBC_SHA256
_RSA_WITH_AES_128_CBC_SHA
_RSA_WITH_CAMELLIA_128_ CBC_SHA
_WITH_AES_128_GCM_SHAZ256

=
- T |

DH
DH
DH
=
HE_
HE_

Cayryrywrwiyon IO

TD'SDUI‘I‘IFFII‘I‘I:U:U:U'DD'DDI‘I‘IFHH‘I

f
mmmmmmmmmmmmmmmmmm
[ | [
wn I
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dirks@laptop:~|9% testssl.sh -g -P --mx owasp.de

Testing all MX records (on port 25): 2014.serverle.info

Start 2018-11-15 14:55:41 --»> 85.214.55.68:25 (2014.serverle.info) <<--
rDNS (85.214.55_68): www.serverle.info.
Service set: STARTTLS wia SMTP

Testing server preferences

Has server cipher order?

Negotiated protocol TLSv1.?2
Negotiated cipher ECDHE-RSA-AES256-GCM-SHA3E4, (limited sense as client wi
11 pick)
Negotiated cipher per proto (limited sense as client will pick)
ECDHE-RSA-AES256-5HA: TL5v1l, TL5v1.1

ECDHE-RSA-AES256-GCM-SHA384: TLSv1.2
Mo further cipher order check has been done as order is determined by the client

Done 2018-11-15 14:55:46 [ 15s] -->> B85.214.55.68:25 (2014.serverle.info) <<--

Done testing all MX records (on port 25): 2014.serverle.info




Aktive Uberpriifung serverseitiger Verschliisselung

e Client-Simulation: Welcher Client vereinbart welchen
Cipher und welche Kurve?

* Clients: viele Browser, OpenSSL, Java
* Mail-Clients z.B. fehlen

* Daten (mit Erlaubnis) von SSLlabs API
* Leider ohne Android >7, i0S >10, Edge >15




Client Simulation (default nur letzte Versionen)

Further IP ac : 104.18.34.81 2606:4700:30::6812:2251 2606:4700:30::6812:2351
A record via: supplied IP "104.18.35.81"

rDNS (104.18.35.81): --

Service detected: HTTP

Running client simulations (HTTP) via sockets

Browser
And
And
And
And
And

[ R R R

Win 10
Firefox 59 Win 7
Firefox 62 Win 7
IE & XP
IE 7 Vista
IE 8§ Win 7
IE § XP
IE 11 Win 7
IE 11 Win 8.1
IE 11 Win Phone 8.1
IE 11 Win 1@
Edge 13 Win 1@
Edge 13 Win Phone 1@
Edge 15 Win 1@
Opera 17 Win 7
Safari 9 105 9
Safari 9 05 X 10.11
Safari 10 0S5 X 1@.12
Apple ATS 9 i0S 9
Tor 17.0.9 Win 7
Java 6udb
Java Tu2b
Java 8ulél
Java 9.0.4
OpenSSL 1.0.11
OpenSSL 1.0.2e

Cipher 5§

-EC
-EC
-EC
-EC

-EC
ES_
ES_

ES_

uite Name (OpenSSL)

DSA-AES128-5HA
DSA-AES128-GCM-5HA256

DSA-CHACHAZO-POLY1305-0LD
DSA-CHACHAZD-POLY1305-0LD

DSA-CHACHA2@-POLY1305
128_GCM_S5HA256
128_GCM_SHA256
_GCM_SHA256
128_GCM_S5HA256

DSA-AES128-5HA
DSA-AES128-5SHA

DSA-AES5128-GCM-5HAZ56
DSA-AES128-GCM-5HAZ256
DSA-AES128-GCM-5HAZ256
DSA-AES5128-GCM-5HAZ56
DSA-AES5128-GCM-5HAZ56
DSA-AES128-GCM-5HAZ256
DSA-AES128-GCM-5HAZ256
DSA-AES128-5HA

DSA-AES5128-GCM-5HAZ56
DSA-AES128-GCM-5HAZ256
DSA-AES128-GCM-5HAZ256
DSA-AES128-GCM-5HAZ56
DSA-AES128-5HA

DSA-AES128-5SHA

DSA-AES128-GCM-5HAZ56
DSA-AES5128-GCM-5HAZ56
DSA-AES5128-GCM-5HAZ56
DSA-AES128-GCM-5HAZ256




Serverzertifikat

* Trust
* Expiration
* Match: SAN (CN), auch Wildcards
* Stores:
* Apple, Linux, Windows, Mozilla
* Eigene Root-CAs
* ToDo: Symantec-Rauswurf
e Revocation Checks: OCSP, CRL (extra Flag: --phone-out)
* DNS: CAA
*CT




rDNS (104.154.89.105): 105.89.154.104.bc.googleu
Service detected: HTTP

Testing server defaults (Server Hello)

TLS extensions (standard)

S5ession Ticket RFC 5077 hint
55L Session ID support
Session Resumption

TLS clock skew

Signature Algorithm

Server key size

Server key usage

Server extended key usage
Serial / Fingerprints

Common Name (CN)
subjectAltName (SAN)
Issuer

Trust (hostname)

Chain of trust

EV cert (experimental)
Certificate Validity (UTC)
# of certificates provided
Certificate Revocation List
0CSP URI

0C5P stapling

OCSP must staple extension
DNS CAA RR (experimental)
Certificate Transparency

"server name/#0" "renegotiation info/#65281" "EC point formats/#11" "

"heartbeat/#15" "next
300 seconds, session tickets

VES
Tickets: o

Ve ID:
Random valu

RSA 2048 bits
Digital Signature,

ARETO549FAFABESFI00F1TA4TBEL6R09 / SHAL 404BBDZF1F4CC2FDEEF13AABDDS23EF61F1ICTLIRS
SHAZ256 BALOSCEQZEACT6BE8ECEE4TCDAEBT?41653E9ACY93B61B2EE3DCCE2014D21B4F

to request w/o SNI: badssl-fallback-unknown-subdomain-or-no-sni)

*_.badssl.com (CN i

#, badssl.com badssl.

COMODO RSA Domain Validation Secure Server CA (COMODO CA Limited from GB)

0T ok (expired)

no

n

no

. no fingerprinting possibl

protocol /#13172" "application lavyer protocol ne

keys seems to be rotated < daily

[g¢]

Key Encipherment
TLS Web Server Authentication, TLS Web Client Authentication

response

>

o
'\.Lr'.I:I

i

(SNI mandatory)

expired (2015-04-09 02:00 --> 2015-04-13 01:59)

3
http:ffcrl.comodoc
http://focsp.c

not offered

not offered

C
omodoc

d

= L

d.

L L

DORSADomainValidationSecureServerCA.crl

expired.badssl.com

ion ticket/#35"
ation/#16"



Alles rund ums Serverzertifikat (und TLS Extensions)

testssl.sh —-q —--server-defaults --phone-out web.de

--phone-out instructs testssl.sh to query external -- in a s

current run -- URLs or URIs. This is needed for checking 2 (
tificates wia CRL and 0CS5P. By using this switch vyou a:hnzh:ka:;

the check might could have privacy 1issuves, a download o
megabytes (CRL file) may happen and there may be network connectivity
problems while contacting CA which testssl.sh doesn’t handle.




Testing server defaults (Server Hello)

TLS extensions (standard)
Session Ticket RFC %077 hint
SSL Session ID support
Session Resumption

TLS clock skew

Server Certificate #1
Signature Algorithm
Server key size
Server key usage
Server extended key usage
Serial / Fingerprints

Common Name (CN)
subjectAltName (SAN)

Issuer

Trust (hostname)

Chain of trust

EV cert (experimental)
Certificate Validity (UTC)
# of certificates provided
Certificate Revocation List

=T-Systems%%20International%%20GmbH, c=de?certificateRevocationlist?base?certificateRevocationlist==*,

0CSP URI

0CSP stapling

0CSP must staple extension
DNS CAA RR (experimental)

Certificate Transparency

Server Certificate #2

"renegotiation info/#65281" "server name/#0" "EC point formats/#11" "extended master secret/#23"
(no lifetime advertised)

yes
Tickets:
Random values,

ID: yes
no fingerprinting possible

yes,

S5HA256 with RSA

RSA 2048 bits

Digital Signature, Key Encipherment

TLS Web Client Authentication, TLS Web Server Avthentication
21DD14CES5C5F92102F4F95E545CF525 / SHA1 BC9AE646CB1F999E66B191848E041A81B198595F
SHA256 TCB454AE4CB818EQQD3DFT0641EFD2D65TTADCOB355283334287CB5198808684

#.web.de (CN in response to request w/o SNI: web. de)

#.web.de web.de

TeleSec ServerPass DE-2 (T-Systems International GmbH from DE)

Ok via SAN (works w/o SNI)

Ok

no

69 == 60 days (2018-01-18 13:33 --> 2019-01-24 00:59)

2

http://crl.serverpass.telesec.de/fr1/TeleSec_ServerPass_DE-2.crl, not revoked
ldap://ldap.serverpass.telesec.defcn=TeleSec%%205erverPass%%20DE-2, o0u=T-5Systems%%20Trust%%20Center, o
not revoked

http://ocsp.serverpass.telesec.defocspr, not revoked
not offered
available - please check for match with "Issver" above

Issuve=Digicert.com, issue=telesec.de

(in response to reqguest w/o SNI)

Signature Algorithm
Server key size

Server key usage

Server extended key usage
Serial / Fingerprints

Common MName (CN)
subjectAltName (SAN)

Issuer

Trust (hostname)

Chain of trust

EV cert (experimental)
Certificate Validity (UTC)
# of certificates provided
Certificate Revocation List

=T-Systems%%20International%%206GmbH, c=de?certificateRevocationlist?base?certificateRevocationlist==*,

0CSP URI

0CSP stapling

OCSP must staple extension
DNS CAA RR (experimental)

Certificate Transparency

SHA256 with RSA

RSA 2048 bits

Digital Signature, Key Encipherment

TLS Web Client Avuthentication, TLS Web Server Authentication
BA1BECF934E2A41D / SHA1l F42F6D37BFBBTSCBA934E49892FE1AQBDA49ERC2

SHA256 6699CEET61TFS0988CFE114980832E175C8564CT4A51BCOSTTEIABCCOFS9D230
web. de

web. de

TeleSec ServerPass DE-2 (T-Systems International GmbH from DE)

Ok wia SAN and CN
Ok

no
116
3
http://crl.serverpass.telesec.defr1/TeleSec_ServerPass_DE-2.crl, not revoked
ldap://ldap.serverpass.telesec.defcn=TeleSec%%205erverPass%%20DE-2, ou=T-Systems%%20Trust%%20Center, o
not revoked

== 40 days (2017-03-06 13:26 --> 2019-03-12 00:59)

http://ocsp.serverpass.telesec.defocspr, not revoked
not offered
available - please check for match with "Issver" above

issve=Digicert.com, issue=telesec.de




Bonus

« HTTP HEADER
* Server-Banner (App, Proxy)
e CSP, HPKP, HSTS
* Weitere Security Header

e Cookies
* Goodie: F5 cookie decoder, aul3er AES ;-)




HTTP Header

dirks@laptop:~|@% testssl.sh -g --header https://www.owasp.

Further IP add
rDNS (104.130. y: --
Service detected: HTTP

Testing HTTP header response

-->> 104.130.219.202:443
2001:4801:7828:101:be7é:4eff:feld:4T89

=]

@ "/index.php/Main Page"

HTTP Status Code

HTTP clock skew

Strict Transport Security
Public Key Pinning

Server banner

Application banner
Cookie(s)

Security headers

Reverse Proxy banner

Done 2018-11-15 15:59:45

200 0K

@ sec from localtime

not offered

Apache

(none issved
DENY
1,

org/index.php/Main_Page

WWW. oWasp.

at "/index.php/Main_Page")



HTTP Header (F5 BiglP)

Testing HTTP header response @ "J/"

HTTP Status Code 302 Found, redirecting to "http://www.mastercard.com/index.html"
HTTP clock skew @ sec from localtime

Strict Transport Security not offered
Public Key Pinning --

Server banner (no "Server" line in header, interesting!)
Application banner --
Cookie(s) 2 issued:

SeCUre, HttpOnly -- maybe better try target URL of 30x
ie named [B1 detected

Security headers

Reverse Proxy banner -~

mastercard.com

Testing HTTP header response @ " /"

HTTP Status Code 200 OK

HTTP clock skew +3 [z 1.5)

Strict Transport Security - =

Public Key Pinning - -

Server banner Lotus-Domino

Application banner - -

Cookie(s) 1 issued: SECUTE, HttpOnly

F5 cookie (IPwd pool in routed domain

Security headers
Reverse Proxy banner




Ausgaben

 Mensch: Farbe
* ANSI: Color-based rating
* Auch Farbenblinde
« HTML

* Maschine
« CSV
* JSON (flach, nicht flach)
* Ausgabe nur maximaler ,severities*




Mehr

* Datel als Input

e Kommandos, Kommentare erlaubt
e Parser fur NMAP-Ausgabe

* Mass Testing
* Seriell
 Parallel (mit Bildschirmausgabe)




Einstieg

* testssl.sh (mit oder ohne -help)
* testssl.sh <host> oder <host:port>

— macht Default-Lauf, ohne Logging, nur Bildschirm

dirks@laptop:~/git.testssl.sh|0% cd do
testssl.1
testssl.1.html

testssl.1.md
dirks@laptop:~/git.testssl.sh/doc|0% |§




* Voraussetzungen
* /bin/bash
* Basis-Tools Linux (GNU) oder BSD
* OpenSSL nur als Helfer
* Servertests: Sockets

- lauft ohne weitere Installation
 nativ unter Linux, BSDs, Mac OSX
* WSL, Cygwin, MSYS2 (langsamer)
*docker pull drwetter/testssl.sh

docker




Dirk Wetter
Initiator, Maintainer, Contributor

David Cooper (NIST)
Sockets ausgebaut, parallel mass testing, ROBOT, ..

Weltere
JSON, CSV, Client Handshakes, Unit tests, ..




& c & hitps/testssl.sh



https://testssl.sh/dev/
https://testssl.sh/
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